Dynamic routing - RIP protocol

RIP protocol - Routing Information Protocol (RIP), it is a vector algorithm used for automatic selection
of packet routes leading to the destination. It is used in autonomous systems using IPv4 and IPv6.
Today's open standard for RIP is described in RFC 1058 and STD 56. Currently, the second version of
RIP (RIPv2) is the most widely used.

Features of the RIP protocol

e routing works based on the distance vector,

e only the number of hops (the number of consecutive routers on a given route) is used to
create a metric,

e if the hop count reaches 15, packets on the next router will be dropped

e routing updates are broadcast only to neighboring routers,

e RIP sends information about routes at fixed intervals (by default, every 30 seconds) and after
each network topology change,

e despite the fact that this algorithm is old, and there are more advanced protocols for
exchanging information about routes, RIP is still in use.

o Itis well described and easy to set up and use. the disadvantages of the RIP protocol are
slow convergence time (in other words, long convergence time), inability to scale above 15
hops, as well as the selection of less than optimal paths, which makes it recommended only
for small local networks.

e RIP protocol updates are transferred via UDP on port 520 (the second version uses multicast
technology to the address 224.0.0.9).

e RIPin the first version is a classful routing protocol, in the second version - classless,

e the standard administrative distance for RIP is 120. The smaller the value, the more
trustworthy the data source.

e Values can be in the range 0 - 255.

RIPv2 extensions

e Next hop - has the ability to broadcast a next hop other than the router that provides the
routing update. This is an advantage for static routes to a silent router that does not use RIP,

e Network mask - RIPv2 adds the ability to specify a network mask with each network in the
packet,

e Authentication - simple password, md5 algorithm, or HMAC-SHA1,

e Multicast - can send messages between routers to the address 224.0.0.9



Test setup

R1:
e lanl card: - WAN interface: 192.168.1.189/24 DHCP Client
e lan2card (r1_a) - interface: 172.22.10.1/24 - DHCP server, gateway 172.22.10.1, DNS:
192.168.1.1
e lan3(network) card - interface: 10.10.10.1/30 without DHCP server

R2:
e lanl card: - WAN interface: 192.168.1.72/24 DHCP Client
e lan2card (r2_a) - interface: 172.22.20.1/24 - DHCP server, gateway 172.22.20.1, DNS:
192.168.1.1
e lan3(network) card - interface: 10.10.10.2/30 without DHCP server

RIP configuration process
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R1:

e Interfaces:

o interface: lanl
Receive: v2
Send: v2
Auth: none

e}

e}

Passive: none (if other hosts are connected to the interface, we must check the
passive on option)

e}



networks:

o

o

10.10.10.0/30
172.22.10.0/24

RIP Interf

=
Interface: r1_a |i|
Receive:

Cancel

i

Send: |v2 |i|
Authentication:
Authentication Key: -

Key Chain: ’—"?l

L om |

[ Passive

nPreficlist: | %]
OutPreficlist: [ |[#]

Tx Updates:
Fx Updates:
Bad Packets: l:l
Bad Routes: l:l

Coy

enabled |

Interfaces  MNetworks

[#][=] [+][x] [¥]

Keys Meighbours FRoutes

|Mdress b |

B 10.10.10.0/30

B 172.22.10.0/24

2 items (1 selected)




@EH@HE

Interfaces  Metworks ‘ Keys Meighbours Routes

Address 4 |Ne°twork |IrrterFace |V |E||E| |£|
= 10.10.10.1/30 10.10.10.0 lan2
& 172.2210.1/24 17222.10.0 lan1 | Address 4 ~
D < 192.168.1.189/24 192.168.1.0  wan b 10.10.10.0/30
b 172.22.10.0/24
‘ | ol |-
Tee 2 items (1 selected)
Routes | Mexthops Rules  VRF
[+[=] [2][=] (=] [7] Frd @ ]3]
|Dst..»‘\ddress i |Gateway Distance  |Routing Mark |F‘ref. Source | |"’
DAC P 10.10.10.0/30 lanZ reachable ] 10.10.10.1
DAC P 1722210024 lan1 reachable 0 17222.10.1
DAr P 1722220024 10.10.10.2 reachable lan2 120
DAC P 192.168.1.0/24 wan reachable 0 192.168.1.189
4 items
Terminal =l E3
5120 172.22.20.1 56 64 Oms [+
5121 172.22.20.1 56 64 Oms
5122 172.22.20.1 56 &4 Oms
5123 172.22.20.1 S8 &4 1lms=s
5124 172.22.20.1 56 64 Oms
5125 172.22.20.1 56 64 Oms
5126 172.22.20.1 56 &4 Oms
5127 172.22.20.1 56 &4 lms —
-
R2:
e Interfaces:
o interface: lanl
o Receive: v2
o Send:v2
o Auth: none
o Passive: none
e networks:

o 10.10.10.0/30
o 172.22.20.0/24



RIP Interfa

0
Receive:v2 3]
- _
Authertication: _E|
Authentication Key:
Key Chain: |—|m | Copy |
e
nPefxlst:[ ¥
Oubrefxlst:[ ¥
Txlpdates:[78 |
Relpdates:[78 |
BadPackets:[0 |
BadRoutes:[0 |

enabled | ||3assive

EEIEI

) 10101DDJ'SD

2 items (1 selected)

EEIEII

G 1722220.1/24 17222200
D 5 192.168.1.72/24 192.168.1.0

P 172.22200/24

[3items (1 selected)
Route List (O[]

e

(=] [l ][] [Fre ) T3]

|Dst. Address 7 |Gateway |Distance  |Routing Mark [ Pref. Source [+
DAS  p 0.0.0.0/0 192.168.1.1 reachable wan
DAC P 10.10.10.0/30 lanZ reachable 0 1010102
DA B 1722210.0/24 10.10.10.1 reachable lan2 120
DAC P 1722220.0/24 lan1 reachable 0 172.22.20.1
DAC P 192168.1.0/24 wan reachable 0 192.168.1.72

Sitems

Teminal
107 172.22.10.1 56 64 Oms
108 172.22.10.1 56 64 1lms
10% 172.22.10.1 56 64 Oms
110 172.22.10.1 56 64 Oms
111 172.22.10.1 56 64 lms
112 172.22.10.1 56 64 Oms
113 172.22.10.1 56 64 Oms
114 172.22.10.1 56 64 Oms
115 172.22.10.1 56 64 Oms
116 172.22.10.1 56 64 lms
117 172.22.10.1 56 64 lms

I 118 172.22.10.1 56 64 Oms




Parameter settings for refreshing sent packets

nterfaces  Networks Keys Neighbours Hnutes|

|D§.Mdress 2 |Gateway |me |Met.ric |T|meout | |v
5 p 0.0.0.0/0 0.0.0.0 0.0.0.0 1 00:00:00
R P 10.10.10.0430 0.0.00 0.0.0.0 1 00:00:00
R p 1722210024 0000 0.0.0.0 1 00:00:00

1010102 20 oo0O3
RIP Settings [=1/E3
Distribute Defautt: |always

= [ ok |
["] Redistibute Static Routes

["] Redistribute Connected Routes
["] Redistibute OSPF Routes
["] Redistribute BGP Routes

Default Route Metric: |‘I |
Static Routes Metric: |'| |
Connected Routes Metric: |‘I |
|

|

5| RIP Route
Dst. Address: [172.22.20.0/24

OSPF Routes Metric: |1

|
BGF Routes Metrc: |1 Gateway: [0.0.0.0 |
From: [10.10.10.2 |
Update: Timer: |DD:D|]:D'I | " |2 |

etric:

Timeout Timer: |DD:DD:04 | ©
Timeout: |00:00:03 |
Garbage Timer: |DD:D[I:1D | AT, |l] |

ag:

Routing Table: |main ] |F{IP

Routing behavior with different network card settings: Lan1l networks connected to routers R1, R2
are not visible to each other, they are physically separated. Network lan2 is a network shared
between routers R1, R2 - it is one physical connection. RIP - lan1 network interface settings.

admin@192.168.1.189 (R1) - WinBox (64bit) v6.48.1 on x86 (x86) -8 [ admin@192.168.1.72 (R2) - WinBox (64bit) v6.48.1 on x86 (x86) = B
. Settings Dashboard

Safe Mode | Session:[192.168.1.72]

Settings  Dashboard

Safe Mode | Session: 152.168.1.189) DatefApi/14/2021 Datefpr/18/2021 Tme{17590¢ W i

T 1222201/28 17222200 fan1
+ 17222101724 17222100 lan D < 192.168.1.72/24 192.168.1.0 wan
D < 1821681.189/24 162.168.1.0 wan
RIP

biefaces Networs | Keys | Neighbours | Routes |

[#][=] (o]l [7

[ Address /]
b 10.10.10.0/25
b 22002

2 items (1 selected) B8 New Teminal 2items (1 selected)
™ LoRa
249 172.22.20.1 56 64 lms . 282 172.22.10.1 56 64 Oms
250 172.22.20.1 56 &4 2ms b DotiX 283 172.22.10.1 56 64 Oms
251 172.22.20.1 56 &4 lms @ Due I | 28a 172.22:1001 56 64 lns
252 172.22.20.1 56 64 ims = 285 172.22.10.1 56 64 Oms
253 172.22.20.1 56 64 2ms 286 172.22.10.1 56 ¢4 Oms
P Make Supout rf 254 172.22.20.1 56 4 1mo B Meke Swpoutst | 547 172220101 56 ¢4 Oms
B Manuz 255 172.22.20.1 56 64 1ms B vanua 288 172.22.10.1 56 ¢4 Oms
256 172.22.20.1 56 6% ims 289 172.22.10.1 56 ¢4 2ms
© Nowwinbox 257 172.22.20.1 56 64 Oms CLL 290 172.22.10.1 56 ¢4 ims
B B no route to host Hea 291 172.22.10.1 56 ¢4 Oms
259 no route to host 292 172.22.10.1 56 ¢4 ims
5ent=260 received=150 packet-loss=42% min-rtt=0ns avg-rtt=ns max-rtt-2ms 293 172.22.10.1 56 64 2ms
SEQ HOST SIZE TTL TIME STATUS 291 172.22.10.1 56 64 ms
260 no route to host 295 172.22.10.1 56 ¢4 Oms
no route to host 296 172.22.10.1 56 ¢4 Oms H
-

Network lanl on R2 router disabled



(] 2dmin@192.168.1.189 (R1) - WinBox (64bit) v6.48.1 on x86 (x86) -oEmTe
Session Settings Dashboard —  Session Seftings Dashboard

2dmin@192.168.1.72 (R2) - WinBox (64bit) v6.48.1 on x86 (x86)

Safe Mode | Session:[192.168.1.189) Date{fpr/14/2021 Date|Apr/1472021 Tme[130146 M Safe Made | Session: 192168172
. + 17222201/24
17222101724 17222100 lan1 1 D < 15216817224

D < 192.168.1.189/24 19216810 wan

[ Nmmlw‘w‘Mu‘

[#][=]

17222200
192.163.1.0

| Address /]
h P 10.10.10.0/29
> 1222100728

¥ Tools

| Address g
b 10.10.10.0/25

2 items (1 selected) B New Temninal 4/ |2items (1 selected)
™ LoRa
410 172.22.20.1 56 64 2ms - 447 172.22.10.1 56 64 lms
411 172.22.20.1 56 64 ms & e 448 172.22.10.1 56 6% Oms
® Dude 412 172.22.20.1 56 64 1ms @ Dude I 443 172.22.10.1 56 &4 lms
= kM 413 172.22.20.1 56 64 Oms I @2 KyM 450 172.22.10.1 56 64 Oms
414 172.22.20.1 56 64 Oms 451 172.22.10.1 56 64 lms
b1 Mak Supout f 415 172.22.20.1 56 64 Ins B Make Supoutrf | 455 172022 1001 6 64 oms
B Vanual 416 172.22.20.1 56 64 Oms Manual 453 172.22.10.1 56 a4 oms
417 172.22.20.1 56 64 Oms asq no route to host
© New WinBox 115 172.22.20.1 S st ims © ew Winizx
= =3 419 172.22.20.1 6 64 oma H e 455 no route to host
sent=420 73 b
SEQ HOST SIZE TTL TIME STATUS 456 no route to host
420 172.22.20.1 56 €4 Oms
421 172.22.20.1 56 64 Oms 457 no route to host
422 172.22.20.1 |
o -
Network lan1 disabled on R1 router
admin@192.168.1.189 (R1) - WinBox (64bit) v6.48.1 on x86 (x86) = = - (<] admin@192.168.1.72 (R2) - WinBox (64bit) v6.48.1 on x86 (x86) - o
Settings Dashboard f [Scssion setfings Dashhoard
Safe Mode | Session:[152.168.1.189] Date [Apr/14/2021 DateApr/14/2021 Time18:05:17 M « Safe Mode | Session:[192.168.1.72]

& 17222201724

17222200
192.168.1.0

2= PPP
12210124 17222100 lanl D % 19216817224
D 4 192.168.1.189/24 19218810 wen L Mech
5 P "
PG "
nefacss Netwoks | Keys Neghbours  Foutes ) WPLS r
[#= Tt Routing "
[Aadress 11 System "
B Queves
b 172.22.10.0024 I Files. Y 122A 0%
Log
&9 RADIUS
\ ¥ Tools r
B8 New Teminal 2ttems (1 selected) B8 New Teminal 2items (1 selected)
LoRa
bl TRy T =
@ Dot1X 621 172.22.20.1 56 €4 ims 6 Eedld 660 172.22.10.1
@ Dude P 622 172.22.20.1 56 64 lma Dude | es1172.22.10.1
= kM 623 172.22.20.1 56 €4 2ms B kvm €62 172.22.10.1
624 172.22.20.1 56 €4 lms Make Su " €63 172.22.10.1
b1 Make Supout 625 172.22.20.1 56 €4 lms B8 Moke Sipou.
& Manual 626 172.22.20.1 56 64 2ms B wanual
627 172.22.20.1 56 €4 0ms New WinBox 665
(ORE T 628 172.22.20.1 56 64 lms ° o
-Exll 629 172.22.20.1 56 €4 lms - €66
€30 172.22.20.1 56 €4 Oms
route to hest €67
668
o

56
56
56
56

&4 Oms
&4 1ns
64 2ms
&4 Oms

no

route to host

route to host

route to host

route to host

route to host

LAN2 network disabled on R2 router
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(] admin@192.168.1.189 (R1) - WinBox (64bit) v6.48.1 on x86 (x86) = admin@192.168.1.72 (R2) - WinBox (64bit) v6.48.1 on x86 (x86)
Session  Settings Dashboard Session  Settings Dashboard
Safe Mode | Session: Date{Apr/14/2021 Date{Aor/14/2021 Time{18:0630 W Safe Mode | Session. [ ]

G 17222201724
D % 192.168.1.72/24

17222200
17222101724 192.168.1.0

D % 192.168.1.188/24

17222100 lanl
19216810 wan

B Guees b 17222200024

i Fies
I/ Log
&7 RADIUS
¥ Tooks

B8l New Teminal

B Make Supout «f
2 Manual

© New WinBox
B Bt

2 tems (1 selected)

694
695
698
g97
g9

172.22.20.
172.22.20.
172.22.20.
172.22.20.
172.22.20.
172.22.20.1

HOST
172.22.20.1
172.22.20.1
172.22.20.1
172.22.20.1

&4 ims
&4 ims
&4 Oms
&4 Oms
&4 Oms
&4 ims

22nt=700 received-405 packet-loss=42% min-rti-O0ms avg-rot-0ms max-rtt-2m8

SIZE TTL TIME STATUS

64 Oms
64 Oms
64 1ms
64 Oms
no route to host
no route to host
no route to host

¥ Tools
B New Terminal
[ LoRa

< DotlX

@ Dude

B KM

b Make Supout
B vanual

@ New WinBox

= =1

O e

2 tems (1 selected)

738

739

738 172.22.10.1
736 172.22.10.1
r 737

SEQ HOST

56
56

e
e

oms
1ms

no route to host

no route to host

1o route to host

3ent=740 received=401 packet-loss-45% min-rit-0mS avg-rit-0ms max-rrt-3ms

SIZE TTL TDE STATUS

1o route to host

no route to host

Network lan2 disabled on R1 router

admin@192.168.1.189 (R1) - WinBox (64bit) v6.48.1 on x86 (x86)
n Settings Dashboard

- - EEmE

Session

admin@192.168.1.72 (R2) - WinBox (64bit) v6.48.1 on x86 (x86)
Settings Dashboard

Safe Mode.

¥ Tools

B New Teminal
™ LoRa

@ Dot1X

@ Dude

= Ry

P Make Supout
Manual

@ New WinBox
e

‘Session: [192.168.1.139]

Date{Apr/14/2021

Date{Apr/14/2021 Tme:[12:1239 W

+ 17222101/24
D % 192.168.1.189/24

17222100 lanl
19216810 wan

P 172.22.10.0024

2 tems (1 selecied)

1060
1061
1062
1063
1064
1065
1066
1067
1068
1068
1070
1071
1072
1073
1074

o

H\amm selected)

172.22.20.1 56 64 lms
172.22.20.1 56 64 lms
172.22.20.1 56 64 0ms
172.22.20.1 56 64 0ms
172.22.20.1 56 64 lms
172.22.20.1 56 64 lms
172.22.20.1 56 64 lms
172.22.20.1 timeout
172.22.20.1 timeout
172.22.20.1 timeout
172.22.20.1 timeout
172.22.20.1 timeout

Safe Mode

B New Teminal
™= LoRa
% Dot1X

KM
b1 Make Supout i
& Manual
© New WinBox
B Bt

Session: [192.168.1.72|

G 1722220.1/24
D % 192.168.1.72/24

17222200
192.168.1.0

b 17222200728

8| [2items (1 selected)

1100
1101
| 1102
1103
1104
1105

1106
1107
1108

1108

172.
172.
172.
172.
172.
172.

172.

172.

172.

172.

22.10.1
22.10.1
22.10.1
22.10.1
22.10.1
22.10.1

22.10.1

22.10.1

22.10.1

22.10.1

An example of incorrect network configuration
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